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Preface 

The Department of Homeland Security (DRS) Office ofInspector General (OIG) was 
established by the Homeland Security Act of2002 (Public Law 107-296) by amendment 
to the Inspector General Act of1978. This is one of a series of audit, inspection, and 
special reports prepared as part of our oversight responsibilities to promote economy, 
efficiency, and effectiveness within the department. 

This report addresses the need for Customs and Border Protection to strengthen key 
management controls for the Importer Self-Assessment program. It is based on 
interviews with employees and officials of relevant agencies and institutions, direct 
observations, and a review of applicable documents. 

The recommendations herein have been developed to the best knowledge available to our 
office, and have been discussed in draft with those responsible for implementation. We 
trust this report will result in more effective, efficient, and economical operations. We 
express our appreciation to all of those who contributed to the preparation of this report. 

~~~~£ 
Anne L. Richards 
Assistant Inspector General for Audits 
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Executive Summary 

We reviewed U.S. Customs and Border Protection’s management 
and oversight of the Importer Self-Assessment program.  The 
objective of our audit was to determine the efficacy of the Importer 
Self-Assessment program, by which U.S. Customs and Border 
Protection permits importers to conduct self-assessments to verify 
their compliance with federal trade requirements in exchange for 
decreased agency oversight and other benefits. 

U.S. Customs and Border Protection has not fully established key 
management controls for the Importer Self-Assessment program.  
U.S. Customs and Border Protection has not clearly defined the 
program’s purpose, established performance measures, issued 
operating procedures, verified the effectiveness of applicants’ 
internal controls prior to acceptance into the program, or exercised 
effective oversight of participants’ compliance with program 
requirements.  As a result, the agency does not have adequate 
assurance that participating importers comply with federal trade 
requirements and, therefore, that government revenues are being 
protected. 

We are making four recommendations to U.S. Customs and Border 
Protection to improve the effectiveness of the Importer Self-
Assessment program.  The U.S. Customs and Border Protection 
agreed with all four recommendations and has initiated action to 
implement them. 
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Recommendations 

We recommend that the Assistant Commissioner for the Office of 
International Trade: 

Recommendation #1:  Establish policy and procedures that document the 
management controls needed for ISA program operations, including: 

•	 The purpose, goals, and objectives of the ISA program;  
•	 The performance metrics to measure the effectiveness of the program 

in meeting the established purpose, goals, and objectives; and  
•	 The formal procedural guidance necessary to support consistent and 

effective implementation of the program. 

Recommendation #2:  Assess the risks to trade compliance associated 
with the current policies and procedures for accepting importers into the 
ISA program, and establish internal controls to ensure that risks identified 
are mitigated to provide reasonable assurance of ISA participants’ 
compliance with trade laws and regulations. 

Recommendation #3:  Require Port Account Managers to follow the 
same policy and procedures for oversight of ISA importers as National 
Account Managers, or remove ISA program oversight responsibilities 
from Port Account Managers. 

Recommendation #4:  Establish policy and procedures to ensure that ISA 
importers’ annual self-testing results are requested and reviewed for 
compliance with program requirements. 

Management Comments and OIG Analysis 

CBP Comments to Recommendation 1: 

Concur. CBP plans to establish and strengthen internal controls to clearly 
define the ISA program’s purpose and achieve more consistent and 
effective program implementation.  Currently under development, these 
controls will ultimately be reflected in formal agency policy and 
procedures addressing program goals and objectives, appropriate measures 
of program performance, and uniform operational guidance to personnel.  

  OIG Analysis: 

As described in its response, CBP’s current and planned actions satisfy the  
intent of this recommendation, which we consider resolved.  However,  
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U.S. Depanment of Homeland Security
Washington. DC 20229

u.s. Customs and
Border Protection

FROM:

August 4, 20 I0

MEMORANDUM FOR RICHARD L. SKINNER
INSPECTOR GENERAL
DEPARTMENT OF HOMELAND SECURITY

Assistant commissioneiflj{
Office of Internal Affai s
U.S. Customs and Borde Protection

SUBJECT: Response to the Office of Inspector General's Draft Report
Entitled, ·'Customs and Border Protection's Importer Self
Assessment Program"

Thank you for providing us with a copy of your draft report entitled "Customs and
Border Protection's Importer Self-Assessment Program," and the opportunity to comment
on the issues in this report.

The report contains four recommendations for CBP action. A summary ofCSP actions
and corrective plans to address the four recommendations is provided below:

Recommendation #1: Establish policy and procedures that document the
management controls needed for lSA program operations, induding:

The purpose, goals, and objectives of the (SA program;
The performance metrics to measure the effectiveness of the program in
meeting the established purpose, goals, and objectives; and
The formal procedural guidance necessary to support consistent and
effective implementation of the program.

eRP Response: CBP concurs with the recommendation. CBP is currently working on
enhancing the Importer Self-Assessment (ISA) Program's Standard Operating Procedures
(SOP) to clearly stipulate the program purpose, goals and objectives. As part of our
ongoing efforts to strengthen the monitoring and oversight of ISA. we are identifying
performance measures to validate the benefits oflhe ISA Program and how to improve
the program. The performance measures will focus on whether the program has achieved
its objectives, as expressed by measurable standards. CBP will develop formal
procedures and issue guidance to the port personnel, national account managers, and
other stakeholders as necessary to ensure uniformity, consistency and monitoring of the
ISA Program.

Due Date: October 3\, 2010

Appendix B 
Management Comments to the Draft Report 
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Recommendation 2: Assess the risks to trade compliance associated with the
current policies and procedures for accepting importers into the ISA program, and
establish internal controls to ensure that risks identified are mitigated to provide
reasonable assurance of ISA participants' compliance witb trade laws and
regulation.

CBP Response: CBP concurs with the recommendation. The ISA program will be
managed 10 mitigate risks to CBP by the following processes:

1. An enhanced Annual Notification Letter (ANL) will be developed that will
substantively broaden the reporting information from member companies. The
infonnation will provide additional criteria to better evaluate a company's risk
from the prior year. In addition, the information will enable CBP to determine if
the action the company implemented to mitigate those risks meets the new
standards of the ISA program.

2. Enhanced processes and procedures will be developed and implemented to
provide a higher level of evaluation of the ANL. This will allow CBP to identify
the emergence of risk factors from the prior year. and will aid in the selection of
candidates for closer national account manager reviews or revisits by Regulatory
Audit.

3. The role of the national account manager relative to ISA oversight will be
fonnally defined and strengthened to increase the depth and scope of the
membership monitoring.

4. The ISA Continuation Review Meeting (1·3) will be expanded with the
development of criteria that will identify member companies subject to 1-3
reviews utilizing both criteria for cause and other measures such as length of
membership without any or recent review.

5. Guidelines will be established for unifonnity to monitor ISA member companies
by CBP which will reinforce the oversight process.

Overall, new and reinforced processes and fonnal procedures will be implemented to
identify potential issues and adopt additional follow-up actions on member companies to
mitigate risks on a continuing basis.

It should be noted that CBP has implemented several control and monitoring activities
that will strengthen the monitoring and oversight of the program. Specifically, CBP:

Modified the internal review checklist to verify that the key components of the
nationaJ account manager's risk assessment and the variances. changes, and
modifications reported by the company on its annual notification have been
considered and adequately addressed;
Established a unifonn process which entail key factors to be included in the
national account manager's annual risk assessment; and.
Developed a process to issue timely notifications to (SA members and created
standardized correspondence templates to acknowledge ISA applications received
notification of incomplete applications, results of ANL review. etc.

Due Date: February 28,2011
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Recommendation 3: Require Port Account Managers to follow the same policy and
procedures for oversight of ISA importers as National Account Managers, or
remove ISA program oversight responsibilities from Port Account Managers.

eRP Response: CBP concurs with the recommendation. CBP is phasing out the port
account manager's role in monitoring and providing annual risk assessments in regards to
ISA participants. All ISA accounts will be assigned to a national account manager by the
end of the fiscal year.

Due Date: September 30, 20 I0

Recommendation 4: Establish policy and procedures to ensure that ISA importers
annual self-testing results are requested and reviewed for compliance with program
requirements.

COP Response: CBP concurs with the recommendation. CBP is in the process of
enhancing and strengthening the ISA Annual Notification and reporting of self-testing
results. Some of the enhancements include:

Clarifying the required elements to be included in the annual notification letter.
Initiate periodic Continuation Review Meetings (CRM) of ISA participants.
Review of ISA participants self testing results during the CRM.

Develop and provide improved guidance on developing the self-testing plan. CBP will
publish the final policy document.

Due Date: October 3 L 2010

With regard to the classification of the draft report, CBP did not identify any infonnation
that would warrant a ""For Official Use Only" classification.

If you have any questions regarding this response. please contact me or have a member of
your staff contact Ms. Ashley Bush, CBP Audit Liaison, at (202) 344-2539.
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Appendix C 
Major Contributors to this Report 

Brooke Bebow, Director 
Lorinda Couch, Desk Officer 
Robert Greene, Team Leader 
Gary Alvino, Analyst-in-Charge 
Dawn Pizarro, Auditor 
Elizabeth Clark, Program Analyst 
Tessa May-Fraser, Program Analyst 
Joseph Faulk, Program Analyst 
Brian Blaha, Independent Referencer 
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Appendix D 
Report Distribution 

Department of Homeland Security 

Secretary 
Deputy Secretary 
Chief of Staff for Policy 
General Counsel 
Executive Secretariat 
Director, GAO/OIG Liaison Office 
Assistant Secretary for Office of Policy 
Assistant Secretary for Office of Public Affairs 
Assistant Secretary for Office of Legislative Affairs 
Commissioner for U.S. Customs and Border Protection 
Audit Liaison for U.S. Customs and Border Protection  

Office of Management and Budget 

Chief, Homeland Security Branch 
DHS OIG Budget Examiner 

Congress 

Congressional Oversight and Appropriations Committees, as 
appropriate 
The Honorable Charles E. Grassley, Ranking Member, Senate 
Committee on Finance 
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ADDITIONAL INFORMATION AND COPIES 

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100, 
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig. 

OIG HOTLINE 

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal 
misconduct relative to department programs or operations: 

• Call our Hotline at 1-800-323-8603; 

• Fax the complaint directly to us at (202) 254-4292; 

• Email us at DHSOIGHOTLINE@dhs.gov; or 

• Write to us at: 
DHS Office of Inspector General/MAIL STOP 2600, 
Attention: Office of Investigations - Hotline, 
245 Murray Drive, SW, Building 410, 
Washington, DC 20528. 

The OIG seeks to protect the identity of each writer and caller. 




